
The choice of IT professionals
  to safeguard data and systems

Proactive and zero-hour 
malware protection

Simple set up and 
administration

Fast with low impact 
on performance

BENEFITS

High-performance endpoint security

As malware becomes more sophisticated, more targeted and more 
damaging, IT administrators are looking for the best threat detection 
available. They want a solution that provides total endpoint protection, is 
easy to deploy and manage and doesn’t break the bank – a solution like  
GFI VIPRE® Antivirus Business.

VIPRE Antivirus Business combines antivirus and anti-spyware technologies 
to safeguard against malware threats in a comprehensive and highly efficient manner. It proactively 
manages threats with a range of detection methods including Cobra™ heuristics for dynamic pattern 
assessment of potential malware. 

 »  Antivirus, anti-spyware solution for all your web and email security needs 

 »  Improved performance, with minimal impact on system and user resources

 »  Configurable, real-time monitoring, protection and threat data integration 

 »  User-friendly deployment and management developed with workflow in mind 

 »  Compatible with a wide range of operating systems, requiring no system changes 

 »  Integrated control and seamless visibility with OPSWAT OESIS-enabled devices 

 » Low per-seat pricing and renewal offers for long-term capital expenditure savings
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For more information and to download your free trial, visit www.gfi.com/vipre
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Incompatible Software Removal Tool

Malware Command Center

Next-generation anti-malware technology 
VIPRE Antivirus Business utilizes an advanced technology stack 
to scan large volumes of information quickly with minimal 
impact on system performance. The solution detects and 
blocks viruses, worms, spyware, Trojans, bots and rootkits via a 
single, powerful anti-malware engine.

Antivirus, anti-phishing email security
VIPRE Antivirus Business protects against email viruses, 
with direct support for Microsoft Outlook, Outlook Express, 
Windows Mail and any email program that uses POP3 or SMTP.  
Additionally, the solution strips emails of phishing links – 
blocking access to phishing websites.

Real-time monitoring and protection 
VIPRE Antivirus Business monitors and protects against 
malware threats, including zero-day threats, in real time. It 
leverages multiple detection methods, such as dynamic code 
translation, heuristics, behavioral analysis and traditional, 
signature-based technologies, to analyze malware, including:

 » Cobra heuristics – Determines if a sample is malware 
through dynamic pattern assessment and tags those 
identified as malware for further analysis

 » Active Protection™ – Blocks threats in real time with 
malware detection inside the Windows kernel

Real-time threat data integration
Threat definition updates for VIPRE Antivirus Business 
incorporate live threat data from GFI Labs and other sources, 
including:

 » ThreatTrack™ – GFI Labs data feeds which include the 
latest malware samples, and suspicious or malicious 
URLs/IP addresses

 » GFI Sandbox™ – Leading dynamic malware analysis  
tool that rapidly evaluates large volumes of potential 
malware samples

Quick and easy deployment
VIPRE Antivirus Business is hassle-free to evaluate or deploy on 
multiple end-user machines. New features to streamline the 
deployment process include:

 » Incompatible software removal – Quickly and 
thoroughly removes previous antivirus products to 
avoid conflicts on the network during installation 

 » Windows Firewall auto-configuration – 
Automatically creates agent communication exclusions 
within the Windows Firewall for easier deployment, 
saving time  
and effort

 » Integrated database – Dramatically accelerates the 
installation cycle, improves console response time and 
is scaled for use with MS SQL and MS SQL Express

Uncomplicated management 
With the new VIPRE Antivirus Business management 
console, administrative tasks are easier than ever and can be 
accomplished  in one place. Other user-friendly administration 
features include:

 » Remote access layer – Allows for easy connectivity to 
multiple sites without compromising security

 » Server auditing – Provides the who, what and when of 
changes made to network AV settings, ensuring policy 
enforcement and compliance

 » Policy-based management –  Creates and manages 
policies to regulate scan schedules and all agent 
options

 » Flexible reporting – Schedules and customizes 
reports, in a wide variety of file formats, to run at 
designated times and to send to specified users or to a  
management team

VIPRE Business Premium
VIPRE Business Premium includes all the features of VIPRE 
Antivirus Business with the addition of host-based intrusion 
prevention (HIPS), network intrusion prevention (NIPS), web 
filtering, a bi-directional firewall and an intrusion detection 
system (IDS).


