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Identity and Access Synchronization for the Enterprise

Organizations today operate at an accelerated pace. Changes to Active Directory, HR/ERP and other
identity stores are constant due to new hires, promotions, transfers or terminations. These different
identity stores can become out-of-sync resulting in security, compliance and user productivity issues.

An organization’s identity stores need to be provisioned and synchronized efficiently. Existing
solutions are inadequate because they often require custom scripting and services that cost
more than the software itself. Organizations need a quick, inexpensive and manageable identity
synchronization solution.

Quest One Quick Connect synchronizes identity data (users, groups, passwords and supporting data for
roles) enterprise-wide to support a unified and intelligent approach to identity and access management.
By integrating identities with Quest One, Active Directory-based or enterprise solutions, the
provisioning process is automated to control user access, reduce errors and save administrative time
and cost. Using a set of wizards, the configuration of synchronization profiles is simplified, and no
programming is required.
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IdentitySync - Synchronizes identities (typically user accounts) to other systems enabling an Active
Directory user to logon to non-Active Directory applications or data sources. Quick Connect utilizes a set
of wizards to configure synchronization profiles. Unlike other synchronization solutions, Quick Connect
requires no programming.

PasswordSync - Sets initial passwords during provisioning, captures password change in Active
Directory, synchronizes it in connected systems and can then enable universal password resets through
integration with Quest Password Manager.

AutoMapping - Automatically reconciles associated objects (users, groups, etc.) between source and
target systems including auto-creation where no object exists, rule correlation, and manual mapping
for exceptions.

ErrorControl - Reduces the impact of synchronization errors by providing thresholds and stop
conditions that determine if and when synchronization should halt due to errors.

Codeless Transformation - Converts object types during synchronization so that the source and target
objects can be of different object type.

GroupSync - Synchronizes authorization objects (typically groups) between directories in AD, integrated

applications or data sources. Extends your enterprise-wide investment in centralized group management.
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BENEFITS

« Reduces cost of deployments by simplifying
connecting to, importing and synchronizing
identity, password and access data with
Quest® One ActiveRoles®, Quest One Identity
Manager, Password Manager, Active Directory
or enterprise solutions.

« Improves business efficiency, enhances
productivity and lowers administrative costs
by eliminating redundant and manual data
entry and custom coding.

« Enhances compliance and security by
eliminating unregulated access to network
resources by documenting and enforcing
user and group access.

SYSTEM REQUIREMENTS

Operating Systems:
« 1 GHz or higher Intel Pentium-compatible
CPU

« 512 MB minimum, 1GB recommended
« 250 MB or more of free disk space

« Microsoft Windows Server 2003 or 2008
Standard or Enterprise Edition

« Microsoft Data Access Components
(MDACQ) version 2.7 or later

« Microsoft SQL Server 2005 or 2008

« Microsoft SQL Server 2005
Express Edition

« Microsoft NET Framework 3.5 SP1
or later

« Active Directory domain controllers
running Windows 2000 Server, Windows
Server 2003 or Windows Server 2008

Client Support:
« Windows Server 2003 or 2008

« PowerShell 1.0 or later
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Quick Connect Connectors Quest One Quick Connect for Exchange Resource Forests
Quest One Quick Connect synchronizes identity data to streamline + Microsoft Exchange

provisioning for multiple systems. Each of the following Connector Quest One Quick Connect for Lotus Notes

Bundles are sold separately, and include the Quick Connect Sync Engine: Quest One Quick Connect for Lync Server

Quest One Quick Connect for Base Systems Quest One Quick Connect for Mainframes
- Active Directory

Quest One Quick Connect for PeopleSoft
+ AD LDS (Formerly ADAM)

- Delimited text file (for HP and ERP systems, including Lawson, Quest One Quick Connect for RACF
Oracle, PeopleSoft, and SAP HR modules) Quest One Quick Connect for SAP Solutions
- IBMDB2

Quest One Quick Connect for Virtual Directory Servers

+ LDAP Directory services - Windows, Linux and Solaris

- Microsoft Identity Lifecycle Manager & FIM

« Microsoft SQL Server Quick Connect Sync Engine
- MySQL (hosted on MySQL Community Server) - Included with all system bundles and includes connectors for Quest
- Novell eDirectory One ActiveRoles and Quest One Identity Manager

- ODBC (for any data source accessible via an ODBC driver)

- OLE DB (for any data source accessible via an ODBC driver) Quick Connect Synchronization Capabilities

- OpenDS Each system connector employs one or more of the following

- OpenLDAP capabilities:

+ Oracle - Two-way Sync - Data flow is bi-directional, facilitating two-way
- Red Hat Directory Server read/write communication between two connected systems

* Sun One Directory Server - Password Sync - Password changes are automatically updated

between the two connected systems

uest One Quick Connect Express for Active Director
Q Q P y - Supported Classes — The connection is able to provision users,

Quest One Quick Connect for AS/400 groups or other system-defined classes

Quest One Quick Connect for Cloud Services For a current, detailed listing of all systems and versions supported
- Google Apps and their specific synchronization capabilities, view the Quick Connect
+ Salesforce.com Connector Matrix at: www.quest.com/quest-one-quick-connect-for-
- Google Postini Services base-systems/quick-connect-connector-matrix.aspx.

- Microsoft Office 365

About Quest Software, Inc.

Established in 1987, Quest Software (Nasdaq: QSFT) provides simple and innovative IT management solutions that enable more than 100,000
global customers to save time and money across physical and virtual environments. Quest products solve complex IT challenges ranging
from database management, data protection, identity and access management, monitoring, and user workspace management to Windows
management. For more information, visit www.quest.com.
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